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Industry experiences on the data challenges
of Al and the call for a data ecosystem
for industrial enterprises.

| BY CHRISTOPH GROGER

There
Is No Al
Without
Data

ARTIFICIAL INTELLIGENCE (AI) has evolved from hype

to reality over the past few years. Algorithmic advances
in machine learning and deep learning, significant
increases in computing power and storage, and huge
amounts of data generated by digital transformation
efforts make Al a game-changer across all industries.®
Al has the potential to radically improve business
processes with, for instance, real-time quality prediction
in manufacturing, and to enable new business models,
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such as connected car services and
self-optimizing machines. Traditional
industries, such as manufacturing,
machine building, and automotive,
are facing a fundamental change: from
the production of physical goods to the
delivery of AlI-enhanced processes and
services as part of Industry 4.0.% This
paper focuses on Al for industrial en-
terprises with a special emphasis on
machine learning and data mining.

Despite the great potential of Al and
the large investments in Al technolo-
gies undertaken by industrial enter-
prises, AI has not yet delivered on the
promises in industry practice. The core
business of industrial enterprises is not
yet Al-enhanced. AI solutions instead
constitute islands for isolated cases—
such as the optimization of selected
machines in the factory—with varying
success. According to current industry
surveys, data issues constitute the main
reasons for the insufficient adoption of
Al in industrial enterprises.?*

In general, it is nothing new that
data preparation and data quality are
key for AI and data analytics, as there
is no Al without data. This has been an
issue since the early days of business in-
telligence (BI) and data warehousing.?
However, the manifold data challenges
of Al in industrial enterprises go far
beyond detecting and repairing dirty
data. This article profoundly investi-

key insights

B Despite Al's great potential, the business
of industrial enterprises is not yet Al-
enhanced. Al is done in an insular fashion,
leading to a polyglot and heterogeneous
enterprise data landscape that limits the
comprehensive application of Al.

m Data challenges, such as data
management, data democratization, and
data governance, constitute the major
obstacles to leveraging Al and go far
beyond ensuring data quality, comprising
diverse aspects such as metadata
management, data architecture, and data
ownership.

® The presented data ecosystem for
industrial enterprises addresses
these challenges and comprises
data producers, data platforms, data
consumers, and data roles for Al.
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gates these challenges and rests on our
practical real-world experiences with
the Al enablement of a large industrial
enterprise—a globally active manufac-
turer. At this, we undertook systematic
knowledge sharing and experience ex-
change with other companies from the
industrial sector to present common is-
sues for industrial enterprises beyond
an individual case.

As a starting point, we characterize
the current state of Al in industrial en-
terprises, called “insular AL” and pres-
ent a practical example from manufac-
turing. Al is typically done in islands for
use case-specific data provisioning and
data engineering, leading to a hetero-
geneous and polyglot enterprise data
landscape. This causes various data
challenges that limit the comprehen-
sive application of Al

We particularly investigate chal-
lenges to data management, data de-
mocratization, and data governance
which result from real-world AI proj-
ects. We illustrate them with practical
examples and systematically elaborate
on related aspects, such as metadata
management, data architecture, and
data ownership. To address the data
challenges, we introduce the data eco-
system for industrial enterprises as an
overall framework. We detail both IT-

technical and organizational elements
of the data ecosystem—for example,
data platforms and data roles. Next,
we assess how the data ecosystem ad-
dresses individual data challenges and
paves the way from insular Al to in-
dustrialized AI. Then, we highlight the
openissueswe face in the course of our
real-world realization of the data eco-
system and point out future research
directions—for instance, the design of
an enterprise data marketplace.

Current State of Al in

Industrial Enterprises

In the following, we define AI and data
analytics as key terms and offer an
overview of the business of industrial
enterprises to concretize the scope of
our work. On this basis, we character-
ize the current state of Al and illustrate
itwith a practical example.

Artificial intelligence and data ana-
Iytics. Generally, Al constitutes a fuzzy
term referring to the ability of a ma-
chine to perform cognitive functions.*
Approaches to Al can be subdivided
into deductive—that is, model-driven
(such as expert systems)—or induc-
tive—that is, data-driven.'® In this pa-
per, we focus on data-driven approach-
es, particularly machine learning and
data mining,” as they have opened

new fields of application for AI in the
last years. Moreover, we use data ana-
Iytics* as an umbrella term for all kinds
of data-driven analysis, including BI
and reporting.

Business of industrial enterprises.
The business of industrial enterprises
comprises the engineering and manu-
facturing of physical goods—for in-
stance, heating systems or electrical
drives. For this purpose, industrial en-
terprises typically operate a manufac-
turing network of various factories or-
ganized into business units. The IT
landscape of industrial enterprises
usually comprises different enterprise
IT systems, ranging from enterprise re-
source planning (ERP) systems over
product lifecycle management (PLM)
systems to manufacturing execution
systems (MES).* In Industry 4.0 and In-
ternet of Things (IoT) applications, in-
dustrial enterprises push the digitali-
zation of the industrial value chain.?
The aim is to integrate data across the
value chain and exploit it for competi-
tive advantage. Hence, the Al enable-
ment of processes and products is of
strategic importance. To this end, in-
dustrial enterprises have, in recent
years, built data lakes, introduced AI
tools, and created data science teams.'®

Current state: insular AI. Figure 1

Figure 1. Current state of Al in industrial enterprises: insular Al with heterogeneous enterprise data landscape.
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illustrates the current state of Al in in-
dustrial enterprises per the results of
our investigations. Organizations have
implemented a wide variety of AI use
cases across the industrial value chain:
from predictive maintenance for IoT-
enabled products over predictive qual-
ity for manufacturing process optimi-
zation to product lifecycle analytics
and customer sentiment analysis (see
Groger and Laudon, et al.”>** for details
on these use cases). The use cases com-
bine data from various source systems,
such as ERP systems and MESs, and
are typically implemented as isolated
solutions for each individual case. That
means, Al is performed in “islands”
for use case-specific data provision-
ing and data engineering as well as for
use case-specific Al tools and fit-for-
purpose machine-learning algorithms.
This is what we call “insular AL”

On one hand, insular AI fosters
the flexibility and explorative na-
ture of use-case implementations.
On the other hand, it hinders reuse,
standardization, efficiency, and en-
terprise-wide application of Al. The
latter is what we call “industrialized
AL” In the rest of this article, we focus
on data-related issues of AI because
the handling of data plays a central
role on the path to industrialized Al
In fact, data handling accounts for
around 60% to 80% of the entire Al use
case implementation, according to
our experiences.

Insular AI leads to a globally dis-
tributed, polyglot, and heterogeneous
enterprise data landscape (see Fig-
ure 1). Structured and unstructured
source data for Al use cases is extracted
and stored in isolated raw data stores,
called data lakes.”® They are based on
individual data storage technologies—
for instance, different NoSQL systems,
use case-specific data models, and ded-
icated source-data extracts. These data
lakes coexist with the enterprise data
warehouse,” which contains integrat-
ed and structured data from various
ERP systems for reporting purposes.
The many data-exchange processes in
existence cause diverse data redundan-
cies and potential data quality issues.
Besides, the disparate data landscape
significantly complicates the develop-
ment of an integrated, enterprise-wide
view of business objects—for example,
products and processes—and thus hin-

Al has not yet
delivered on

the promises in
industry practice.
The core business
of industrial
enterprises is not
yet Al-enhanced.
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ders cross-process and cross-product
Al use cases.

Practical manufacturing example.
To illustrate the shortcomings of in-
sular AT and underline the need for an
overall approach, we take an example
from manufacturing. To predict the
quality of a specific manufacturing
process in a factory, a specialist project
team of data scientists and data engi-
neers first identifies relevant source
systems, especially several local MESs
in the factory as well as a central ERP
system. The MESs provide sensor data
on quality measurements and the ERP
system provides master data. Together
with various IT specialists, manufac-
turing experts, and data owners, the
team inspects the data structures of
the source systems and develops cus-
tomized connectors for extracting
source data and storing it in the local
factory data lake in its raw format.

Data is cleansed, integrated, and
pivoted based on a use case-specific
data model and various case-specific
data pipelines. As a general docu-
mentation of the business meaning
of individual tables and columns is
missing, this is done manually in the
project’s internal documents. The
team then employs various machine-
learning tools to generate an optimal
prediction model. Over the course of
several iterations, the data model and
source-data extracts are adapted to
enhance the data basis for machine
learning. The final prediction model
is then used in the MES on the factory
shop floor by calling a machine-learn-
ing scoring service.

Overall, the resulting solution
constitutes a targeted but isolated Al
island with use case-specific data ex-
tracts, custom data models, tailored
data pipelines, a dedicated factory
data lake, and fit-for-purpose machine-
learning tools. At this, the solution
incorporates a large body of expert
knowledge considering manufactur-
ing-process know-how, ERP and MES
IT system know-how, use case-specific
data engineering, and data science
know-how. Yet, missing data manage-
ment guidelines (such as those for
data modeling and metadata manage-
ment), little transparency on source
systems, and the variety of isolated data
lakes all hinder reuse, efficiency, and
enterprise-wide application of Al That
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is, the same type of use case gets imple-
mented from scratch in different ways
across different factories even though
it refers to the same type of source sys-
tems, the same conceptual data enti-
ties, and the same type of manufac-
turing process. Thus, the same source
data—for instance, master data—is
extracted multiple times, creating a
high load on business-critical source
systems, such as ERP systems. Differ-
ent data models are developed for the
same conceptual data entities, such
as ‘machine’ and ‘product’. These
heterogeneous data models and dif-
ferent data-storage technologies used
in individual factory data lakes lead
to heterogeneous data pipelines for
pivoting the same type of source data,
such as MES tables with sensor data.
Besides, the business meaning of data
and developed data models—that is,
metadata—are documented multiple
times in project-specific tools, such as
data dictionaries or spreadsheets. All
in all, this leads to an ocean of AI is-
lands and a heterogeneous enterprise
data landscape.

Consequently, to industrialize Al
requires a systematic analysis of the
underlying data challenges. On this
basis, an overall solution integrating
technical and organizational aspects
can be designed to address the chal-
lenges.

Data Challenges of Al
Based on our practical investigations
at the manufacturer, we identified
manifold data challenges of Al and sys-
tematically clustered them. We aligned
these challenges with other companies
during systematic knowledge sharing
to present common issues for indus-
trial enterprises. Current literature®*
and industry surveys?’~* on Al in indus-
trial enterprises support our findings.
Notably, this article goes significantly
beyond these related works by analyz-
ing both organizational and technical
aspects of the data challenges and by
providing detailed industry experienc-
es on the individual challenges.
Generally, ensuring data quality for
Al is important—for instance, by de-
tecting and cleansing dirty data. Such
data quality issues have already been
addressed by a plurality of works and
tools.>* Beyond data quality, how-
ever, exist further critical data chal-

According to
current industry
surveys, data issues
constitute the main
reasons for the
insufficient adoption
of Al in industrial
enterprises.
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lenges—data management, data de-
mocratization, and data governance
for AI (see Figure 2)—which we focus
on in this article. We detail them with
special emphasis on data-driven AI—
that is, machine learning and data
mining. In contrast to classical BI
and reporting, machine learning and
data mining impose extended data re-
quirements.® They favor the use of not
only aggregated, structured data but
also of high volumes of both struc-
tured and unstructured data in its raw
format—for example, for machine
learning-based optical inspection.*
This data also needs to be processed
not only in periodic batches but also
in near real time to provide timely re-
sults—for instance, to predict manu-
facturing quality in real time.® Conse-
quently, AI poses new challenges to
data management, data democratiza-
tion, and data governance as detailed
in the following.

Data management challenge of AL
Data management generally comprises
all concepts and techniques to process,
provision, and control data throughout
its life cycle.'® The data management
challenge of Al lies in comprehensively
managing data for AI in a heteroge-
neous and polyglot enterprise data
landscape. According to our practical
investigations, this particularly refers
to data modeling, metadata manage-
ment, and data architecture for Al.

No common data modeling ap-
proaches exist for how to structure
and model data on a conceptual and
logical level across the data landscape.
Frequently, different data-modeling
techniques, such as data vault* or di-
mensional modeling,* are used for
the same kinds of data—for instance,
manufacturing sensor data—in the
data lakes. Sometimes, even the need
for data modeling is neglected with
reference to a flexible schema-on-read
approach on top of raw data. This sig-
nificantly complicates data integra-
tion, reuse of data, and developed data
pipelines across different AI use cases.
For instance, pivoting sensor data as
input for machine learning is time-
consuming and complex. Reusing cor-
responding data pipelines for different
Al use cases significantly depends on
common data-modeling techniques
and common data models for manu-
facturing data, in this example.
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Figure 2. Data challenges of Al and related aspects.
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There is no overall metadata man-
agement to maintain metadata across
the data landscape. Technical meta-
data, such as the names of columns
and attributes, are mostly stored in the
internal data dictionaries of individual
storage systems and are not generally
accessible. Hence, data lineage and
impact analyses are hindered. For in-
stance, in the case of changes in source
systems, manually adapting the affect-
ed data pipelines across all data lakes
without proper lineage metadata is te-
dious and costly. Moreover, business
metadata on the meaning of data—for
example, the meaning of KPIs—is of-
ten not systematically managed at all.
Thus, missing metadata management
significantly hampers data usage for Al

No overarching data architecture
structures the data landscape. Missing
on one hand is an enterprise data archi-
tecture to orchestrate various isolated
data lakes. For instance, there is no
common zone model*” across all data
lakes, which complicates data integra-
tion and exchange. Moreover, the inte-
gration of the existing enterprise data
warehouse containing valuable key
performance indicators (KPIs) for Al
use cases is unclear. On the other hand,
also lacking is a systematic platform
data architecture to design a data lake.
Specifically, different data storage tech-
nologies are used to realize data lakes.
For example, some data lakes are solely
based on Hadoop storage technologies,
such as HDFS? and Hive,” while others
combine classical relational database
systems and NoSQL systems. This leads
to non-uniform data-lake architectures
across the enterprise data landscape,
resulting in high development and
maintenance costs.

a http://hive.apache.org
b http://hadoop.apache.org

Data democratization challenge of
AL In general, data democratization
refers to facilitating the use of data by
everyone in an organization.*' The data
democratization challenge of AI lies
in making all kinds of data available
for AI for all kinds of end users across
the entire enterprise. To this end, data
provisioning and data engineering as
well as data discovery and exploration
all play central roles for Al According
to our investigations, these activities
are mostly limited to small groups of
expert users in practice and thus pre-
vent data democratization for AI as ex-
plained in the following.

Data provisioning—that is, techni-
cally connecting new source systems
to a data lake and extracting selected
source data—typically requires dedi-
cated IT projects. To that end, IT ex-
perts are concerned with defining tech-
nical interfaces and access rights for
source systems and developing data
extraction jobs in cooperation with
source-system owners and data end us-
ers. Hence, the central IT department
frequently becomes a bottleneck factor
for data provisioning in practice. More-
over, there is a huge need for coordina-
tion between IT experts, source-system
owners, and end users, which leads to
time-consuming iterations. These fac-
tors significantly slow down and limit
data provisioning and thus the use of
new data sources for Al

Data engineering—modeling, in-
tegrating, and cleansing of data—is
typically done by highly skilled data
scientists and data engineers. Due to
incomplete metadata on source sys-
tems, data engineering requires spe-
cialist knowledge of individual source
systems and their data structures—for
example, on the technical data struc-
tures of ERP systems. In addition,
mostly complex, script-based frame-
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works, such as with Python,® are used
for data-engineering tasks requiring
comprehensive programming know-
how. These factors limit data engineer-
ing to small groups of expert users.

This also holds true for data discov-
ery and exploration. Although self-ser-
vice visualization tools are provided,
discovery and exploration of data in
data lakes is hampered. Comprehen-
sive metadata on the business mean-
ing and quality of data is missing,
preventing easy data usage by non-ex-
pert users. For instance, a marketing
specialist must identify and contact
several different data engineers, who
have prepared different kinds of mar-
ket data, to understand the meaning
and interrelations of the data. Besides,
compliance approvals for data usage
are typically based on specialist inspec-
tions of data, such as inspections by le-
gal experts in the case of personal data.
These low-automation processes also
slow down the use of data for AI

Data governance challenge of AL
Generally, data governance is about
creating organizational structures to
treat data as an enterprise asset.' The
data governance challenge of AI refers
to defining roles, decision rights, and
responsibilities for the economically
effective and compliant use of data
for AI. According to our practical in-
vestigations, organizational structures
for data are only rudimentarily imple-
mented in industrial enterprises and
mainly focus on master data and per-
sonal data. Particularly, structures for
data ownership and data stewardship
are missing, hampering the applica-
tion of Al as follows.

There is no uniform data ownership
organization across the heterogeneous
data landscape. Especially, data own-

¢ http://www.python.org
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ership for data extracted and stored
in different data lakes is not defined
in a common manner. For instance,
in many cases, the owner of the data
in the data lake remains the same as
the data owner of the source system.
That is, the integration of data from
different source systems stored in the
data lake requires approvals by differ-
ent data owners. Hence, data is not
treated as an enterprise asset owned by
the company but rather as an asset of
an individual business function—for
example, the finance department as
data owner of finance data. This leads
to unclear responsibilities and an un-
balanced distribution of risks and ben-
efits when using data for Al

For example, when manufacturing-
process data from an MES is integrated
with business-process data from an ERP
system to enable predictive mainte-
nance, the respective data owners—for
instance, the manufacturing depart-
ment and the finance department—
must agree on and remain liable for a
possibly noncompliant use of this data.
However, the benefit of a successful
use-case implementation, such as lower
machine-maintenance costs, is attrib-
uted to the engineering department. In
other cases, data ownership in the data
lake is decoupled from data ownership
in source systems to avoid this issue.
Yet, this may lead to heterogeneous and
overlapping data ownership structures,
such as when data ownership is orga-

nized by business function in source
systems and by business unit in the data
lake. These organizational boundaries
significantly hinder the comprehensive
use of data for Al

There is no overall data stewardship
organization to establish common
data policies, standards, and proce-
dures. Existing data stewardship struc-
tures in industrial enterprises mainly
focus on various kinds of master data
to define—for example, common data
quality criteria for master data on cus-
tomers. Data stewardship for further
categories of data is not systematically
organized. For example, there are vari-
ous data models as well as data quality
criteria on manufacturing data across
different factories and manufacturing
processes. Thus, common enterprise-
wide policies for manufacturing data
are lacking. This significantly increas-
es the efforts and complexity of data
engineering for AI use cases.

Call for a Data Ecosystem

for Industrial Enterprises

In light of the above data challenges,
we see the need for a holistic frame-
work that covers both technical and or-
ganizational aspects to address the
data challenges of AL To this end, we
adopt the framework of a data ecosys-
tem. Generally, a data ecosystem repre-
sents a socio-technical, self-organiz-
ing, loosely coupled system for the
sharing of data.*’ A data ecosystem’s

typical elements are data producers,
data consumers, and data platforms.?!
However, data ecosystem research is
still in its early stages and mainly fo-
cused on the sharing of open govern-
ment data.** Therefore, we call for a
data ecosystem specifically tailored to
industrial enterprises.

Based on our practical experiences
with the AI enablement of the manu-
facturer and knowledge exchange with
further industrial companies, we de-
rived core data ecosystem elements for
industrial enterprises (see Figure 3).
They are described in the following:

Data producers and data consum-
ers. Data producers and consumers
represent resources or actors gener-
ating or consuming data. We gener-
ally differentiate four kinds of data
producers in an industrial enterprise:
Processes refer to all kinds of indus-
trial processes and resources across
the value chain—for instance, engi-
neering processes.** Products refer to
manufactured goods, such as electri-
cal drives or household appliances.
People comprise all kinds of human
actors, including customers and em-
ployees. Third parties comprise actors
and resources outside the organiza-
tional scope of the enterprise—for ex-
ample, suppliers.

Data sources. Data sources relate to
the technical kind and the sources of
data generated by data producers. We
distinguish between four kinds of data

Figure 3. Core elements of a data ecosystem for industrial enterprises.
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sources in an industrial enterprise:
Enterprise data refers to all data gen-
erated by enterprise IT systems across
the industrial value chain, such as PLM
and ERP systems.” User-generated
data refers to data directly generated
by human actors, such as social media
postings or documents. IoT data refers
to all data generated by IoT devices,
such as manufacturing machine data
or sensor data.® Web data refers to all
data from the Web, except user-gener-
ated data—for instance, linked open
data or payment data.

Data platforms. Data platforms rep-
resent the technical foundation for
data processing from all kinds of data
sources to make data available for vari-
ous data applications. The data eco-
system is based on three kinds of data
platforms: the enterprise data lake,
edge data lakes, and the enterprise
data marketplace.

The enterprise data lake constitutes
alogically central, enterprise-wide data
lake. It combines the original data lake
approach® with the data warehouse
concept.” That means, it combines the
data lake-like storage and processing
of all kinds of raw data with the data
warehouse-like analysis of aggregated
data. Batch and stream data process-
ing are supported to enable all kinds of
analyses on all kinds of data. The enter-
prise data lake is based on comprehen-
sive guidelines for data modeling and
metadata management and enables
enterprise-wide reuse of data and data
pipelines.

Edge datalakes represent decentral-
ized raw data stores that complement
the enterprise data lake. Edge data
lakes focus on the realization of data
applications based on local data, with
little enterprise-wide reuse. They are
particularly suited for data processing
in globally distributed factories, with
selected factories operating their own
edge data lake. A typical AI use case for
edge data lakes is to predict time-series
data produced by a specific manufac-
turing machine in a single factory of the
enterprise.

The enterprise data marketplace
constitutes the central pivot point of
the data ecosystem. It represents a
metadata-based self-service platform
that connects data producers with
data consumers. The goal is to match
supply and demand for data within

Based on

our practical
experiences with
the Al enablement
of the manufacturer
and knowledge
exchange with
further industrial
companies, we
derived core

data ecosystem
elements for
industrial
enterprises.
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the enterprise. However, research on
data marketplaces is at an early stage
and there are only initial concepts fo-
cusing on external enterprise market-
places for data.***® Hence, we work out
essential characteristics of an internal
enterprise data marketplace fitting
the data ecosystem.

In contrast to the enterprise data
lake and edge data lakes, the enter-
prise data marketplace does not store
the actual data. Rather, it is based on
a data catalog® representing a meta-
data-based inventory of data. That is,
data is represented by metadata and
a reference to the actual data. For in-
stance, the data catalog item, “Quality
Data for Product P71” might comprise
metadata on the related product and a
reference to a set of sensor data stored
in the enterprise data lake. Data cata-
log items not only refer to data in the
data lakes but also to data in source
systems, such as ERP and PLM sys-
tems. Besides, metadata from appli-
cation programming interfaces (APIs)
that expose data are also fused in the
data catalog. Hence, the marketplace
in combination with the data catalog
provides a metadata-based overview of
all data in the enterprise.

Regarding services provided by the
marketplace, it addresses both data
consumers and data producers in a self-
service manner. Data consumer servic-
es comprise things like self-service data
discovery and self-service data prepara-
tion. Data producer services include, for
instance, self-service data curation to
define metadata on datasets as well as
self-services for API-based data publish-
ing. Marketplace services on the whole
address the entire data lifecycle: data
acquisitioning and cataloging, publish-
ing and lineage tracking, and data prep-
aration and exploration.

Data applications. Data applications
refer to all kinds of applications that
use data provided by the data platforms.
We differentiate descriptive, diagnos-
tic, predictive, and prescriptive data
applications.”” That is, data applica-
tions comprise the entire range of data
analytics techniques, from reporting to
machine learning. Data applications re-
alize defined use cases, such as process
performance prediction in manufactur-
ing, for defined data consumers—for
instance, a process engineer.

Data roles. Data roles comprise

COMMUNICATIONS OF THE AcM 105
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organizational roles related to data.
These roles are relevant across all lay-
ers of the data ecosystem. We focus
on key roles that are of central im-
portance for AI and data analytics in
industrial enterprises—namely data
owners, data stewards, data engi-
neers, and data scientists.

Data owners' have the overall re-
sponsibility for certain kinds of data—
for instance, all data on a certain prod-
uct. They are assigned to the business,
notIT, and are responsible for the qual-
ity, security, and compliance of this
data from a business point of view. It is
particularly important to define a uni-
form and transparent data ownership
organization across the enterprise data
lake and the edge data lakes and to de-
couple these structures from data own-
ership in source systems. For instance,
all data on a specific product stored
in the enterprise data lake should be
owned by the respective business unit,
to facilitate cross-process use of data.

Data stewards' manage data on be-
half of data owners. They are respon-
sible for realizing necessary policies
and procedures from both business
and technical points of view. To reduce
the complexity and efforts of data en-
gineering for AI, an overall data stew-
ardship organization is needed, estab-
lishing common quality criteria and
reference data models for all kinds of
data. For instance, manufacturing data
can be structured according to the IEC
62264 reference model® to ease data
integration across different factories
of the enterprise.

Data engineers and data scientists
are key roles within the context of Al
projects but there is no widely accepted
definition—yet.”® Generally, data engi-
neers develop data pipelines to provide
the data basis for further analyses by
integrating and cleansing data. Build-
ing on this foundation, data scientists
focus on actual data analysis by feature
engineering and applying various data
analytics techniques—for instance, dif-
ferent machine-learning algorithms—
to derive insights from data.

From Insular Al to Industrialized
Al: Addressing Challenges

and Future Directions

We are currently realizing the data eco-
system on an enterprise-scale at the
manufacturer to evolve from insular Al
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to industrialized AI. Generally, the data
ecosystem paves the way to industrial-
ized Al by addressing the data challeng-
es. To assess this, we analyze individual
data challenges with respect to data eco-
system elements (see Table). We high-
light open issues we are facing during
the course of our real-world realization
of the data ecosystem and point out fu-
ture research directions. Further details
on the realization of selected elements
of the data ecosystem can be found in
our most recent works.'>¢

Addressing the data management
challenge. With respect to the data
management challenge, the data eco-
system is based on a comprehensive
set of data platforms, namely the en-
terprise data lake, edge data lakes, and
the enterprise data marketplace. These
platforms define an enterprise data
architecture for AI and data analyt-
ics, specifically addressing the aspect
of data architecture. For this purpose,
the enterprise data lake incorporates
the enterprise data warehouse, avoid-
ing two separate enterprise-wide data
platforms and corresponding data re-
dundancies. It is based on a unified
set of data modeling guidelines and
reference data models implemented
by data stewards to address the aspect
of data modeling. For instance, enter-
prise data from ERP systems is mod-
eled using data vault modeling to en-
able rapid integration with sensor data
from IoT devices as described in our
recent work." This enables the enter-
prise-wide reuse of data and data pipe-
lines for all kinds of Al use cases across
products, processes, and factories. Ad-
ditionally, edge data lakes provide flex-
ibility for use-case exploration and pro-
totyping with only minimal guidelines,
but they are restricted to local data,
particularly in single factories.

The design of the platform data ar-
chitecture of the enterprise data lake
itself is challenging, as it must serve a
huge variety of data applications, from
descriptive reporting to predictive and
prescriptive machine-learning applica-
tions. Particularly, defining a suitable
composition of data storage and pro-
cessing technologies is an open issue.
According to our practical experiences,
the enterprise data lake favors a poly-
glot approach to provide fit-for-pur-
pose technologies for different data
applications. To this end, we combine



relational database systems, NoSQL
systems, and real-time event hubs fol-
lowing the lambda architecture para-
digm as discussed in our recent work.*

Identifying suitable architecture
patterns for different kinds of data
applications on top of this polyglot
platform constitutes a valuable future
research direction for standardizing
the implementation of AI use cases. In
addition, organizing all data in the en-
terprise data lake requires an overarch-
ing structure beyond conceptual data
modeling. We see data lake zones*” asa
promising approach necessitating sub-
stantial future research as discussed in
our recent work. '

The aspect of metadata manage-
mentis addressed by the data catalog as
part of the enterprise data marketplace.
The data catalog focuses on the acqui-
sition, storage, and provisioning of all
kinds of metadata—technical, busi-
ness, and operational—across all data
lakes and source systems. In this way,
it enables overarching lineage analyses
and data quality assessments as essen-
tial parts of AI use cases—for example,
to evaluate the provenance of a dataset
in the enterprise data lake. Data cata-
logs represent a relatively new kind of
data management tool and mainly fo-
cus on the management of metadata
from batch storage systems—such as
relational database systems as detailed
in our recent work."”® Open issues par-
ticularly refer to the integrated man-
agement of metadata from batch and
streaming systems, such as Apache
Kafka, to realize holistic metadata
management in the data ecosystem.

Addressing the data democratiza-

Addressing data challenges by the data ecosystem and resulting future research directions.

tion challenge. All aspects of the data
democratization  challenge—namely
data provisioning, data engineering,
and data discovery and exploration—
refer to self-service and metadata man-
agement. They are addressed by the en-
terprise data marketplace based on the
data catalog. The data catalog provides
comprehensive metadata management
across all data lakes and source systems
of the data ecosystem. Thus, it signifi-
cantly facilitates data engineering as
well as data discovery and exploration
for all kinds of end users by providing
technical and business information on
data and its sources as discussed in our
recent work.’ For instance, the busi-
ness meaning of calculated KPIs in the
enterprise data lake can be investigated,
and corresponding source systems can
be looked up easily in the data catalog
by non-expert users.

The enterprise data marketplace
also provides self-service capabilities
across the entire data lifecycle for all
kinds of data producers and data con-
sumers. For instance, a process en-
gineer in manufacturing provisions
sensor data of a new machine in the
enterprise data lake himself by execut-
ing a self-service workflow in the data
marketplace.

Neither established tools nor sound
concepts for internal enterprise data
marketplaces exist, hence we are real-
izing the marketplace as an individual
software development project. To this
end, there are various realization op-
tions—for instance, using semantic
technologies for modeling metadata
and services.” Thus, we see a major need
for future research regarding functional

contributed articles

capabilities and realization technolo-
gies for an enterprise data marketplace.

Addressing the data governance chal-
lenge. In view of the data governance
challenge, the data ecosystem defines a
set of key roles related to data—namely
data owners, data stewards, data engi-
neers, and data scientists. Thus, both
aspects—data ownership and data
stewardship—are addressed. An over-
arching data ownership organization
across source systems and data lakes fa-
cilitates the compliant and prompt pro-
visioning of source data for Al use cases
because approvals and responsibilities
for the use of data are clearly defined.
Moreover, a data stewardship organi-
zation for all kinds of data significantly
enhances data quality and reduces data
engineering efforts by establishing ref-
erence data models and data quality cri-
teria. At this, the data catalog supports
data governance by providing KPIs for
data owners and data stewards, such as
the number of sources of truth for spe-
cific data sets.

A major open issue refers to the im-
plementation of these roles within ex-
isting organizational structures. Genet-
ally, there are various data governance
frameworks and maturity models in
literature and practice. 91819303234
However, they only provide high-level
guidance on how to approach data
governance—for example, what top-
ics to address and what roles to define.
Concrete guidelines covering how to
implement data governance, consid-
ering context factors such as industry
and corporate culture, are lacking—for
instance, deciding when data owner-
ship is to be organized by business unit

Data

Challenges

of Al Aspects Data Ecosystem Approach Future Research Directions

) Unified data modeling concepts and reference data Overall data organization in enterprise data lake—

Data Modeling ) . . :

Data models in the enterprise data lake for instance, using data lake zones

Management Data catalog for metadata management Integrated management of metadata from batch
Metadata Management )

Challenge and streaming systems

of AL Data Architecture Architecture consisting of enterprise data lake, edge  Polyglot platform data architecture of enterprise

data lakes, and enterprise data marketplace data lake, including architecture patterns

Data Data Provisioning

Democratization Data Engi ) Self-service and metadata management provided by ~ Framework of capabilities and realization

Challenge Bl ENEIMSETING enterprise data marketplace and data catalog technologies for an enterprise data marketplace

of AT Data Discovery and Exploration

Data Governance
Challenge
of AT

Implementation guidelines for data roles
considering context factors—for example,
corporate culture

Data Ownership Key roles for data owners, data stewards, data

engineers, and data scientists

Data Stewardship
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or by business process.! Thus, we see
a need for future research concerning
context-based implementation guide-
lines for data roles.

Conclusion

Data challenges constitute the major
obstacle to leveraging Al in industrial
enterprises. According to our investiga-
tions of real-world industry practices,
Al is currently undertaken in an insular
fashion, leading to a polyglot and het-
erogeneous enterprise data landscape.
This presents considerable challenges
for systematic data management, com-
prehensive data democratization, and
overall data governance and prevents
the widespread use of Al in industrial
enterprises.

To address these issues, we present-
ed the data ecosystem for industrial
enterprises as a guiding framework and
overall architecture. Our assessment
of the data challenges against the data
ecosystem elements underlines that all
data challenges are addressed—paving
the way from insular Al to industrial-
ized AL The socio-technical character
of the data ecosystem allows organi-
zations to address both the technical
aspects of the data management chal-
lenge and the organizational aspects of
the data governance challenge—with
defined data roles and data platforms.
Furthermore, the loosely coupled and
self-organizing nature of the data eco-
system with self-reliant data producers
and data consumers addresses the data
democratization challenge—for in-
stance, with comprehensive self-service
and metadata management provided by
the enterprise data marketplace. At this,
the data ecosystem is valid not only for
Al butalso for any kind of data analytics,
as it addresses all types of data sources
and all types of data applications in in-
dustrial environments. It is to be noted
that the data ecosystem elements were
derived from our practical findings and
generalized for industrial enterprises.
We encourage additional work to fur-
ther refine and validate these elements.

We are currently realizing the data
ecosystem at the manufacturer on an
enterprise-scale and are facing various
issues that indicate the need for further
research. In particular, the design of an
enterprise data marketplace as a novel
type of data platform constitutes a valu-
able direction of future work.
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